ticwiiuiiiw nwivi luvvicu^ciiiciiL ncwcipi 


EFSID: 


7197902 


Application Number: 


10661696 


International Application Number: 




Confirmation Number: 


7375 


Title of Invention: 


System and methodology providing automation security analysis, validation, 
and learning in an industrial controller environment 


First Named Inventor/Applicant Name: 


David D. Brandt 


Correspondence Address: 


Susan M. Donahue 

Rockwell Automation, 704-P, IP Department 
1201 South 2nd Street 

Milwaukee Wl 53204 
US 4143824463 


Filer: 


Thomas Edward Watson/Robin Wardzala 


Filer Authorized By: 


Thomas Edward Watson 


Attorney Docket Number: 


03AB014C/ALBRP303USC 


Receipt Date: 


12-MAR-2010 


Filing Date: 


12-SEP-2003 


Time Stamp: 


13:15:46 


Application Type: 


Utility under 35 USC 111(a) 


Payment information: 


Submitted with Payment 


yes 


Payment Type 


Credit Card 


Payment was successfully received in RAM 


$180 



RAM confirmation Number 


11656 


Deposit Account 




Authorized User 




File Listing: 


Document 
Number 


Document Description 


File Name 


FileSize(Bytes)/ 
Message Digest 


Multi 
Part /.zip 


Pages 
(ifappl.) 


1 


Information Disclosure Statement (IDS) 
Filed (SB/08) 


IDS.pdf 


886564 


no 


5 


40l/f()!98,iil);« ilvhOihlo'n. „.ii|.,ni 


Warnings: 


Information: 


2 


NPL Documents 


BERRENDONNER.pdf 


566699 




11 




Warnings: 


Information: 


3 


NPL Documents 


EPOA-09-11-08.pdf 


199548 




6 




Warnings: 


Information: 


4 


NPL Documents 


ESR-01-04-08.pdf 


535443 


no 


6 


b136eef201f414b471504937148f9199c59a 


Warnings: 


Information: 


5 


NPL Documents 


NG.pdf 


173987 


no 


1 




Warnings: 


Information: 


6 


NPL Documents 


OA-12-16-09-466us.pdf 


1905206 




38 




Warnings: 


Information: 


7 


NPL Documents 


WONG.pdf 


512778 


no 


3 




Warnings: 


Information: 


8 


Fee Worksheet (PTO-875) 


fee-info.pdf 


30399 




2 





Warnings: 
Information: 

Total Files Size (in bytes):! 481 0624 



This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 1 1 1 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1 .53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1 .54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



